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Are you aware of the HSC Library’s
data management service?

Overview
What is privacy? HIPAA, HITECH, etc.
What is security?
What is good “data hygiene”?

Data Life Cycle depicted by Dr. Michener from Main campus’s DataOne project.

https://www.dataone.org/data-life-cycle

CIA Triad (from Wikipedia)

Confidentiality – Assurance of data privacy

Integrity – Assurance of data non-alteration
Availability – Assurance of the timely and reliable access to data
services for authorized users
Operational
Technology

Information
Technology
https://digitalcommons.kennesaw.edu/cgi/viewcontent.cgi?article=1099&context=ccerp

Requirements for “Good” Security
Adequate technology
Adequate policies and processes
Adequate culture of users

Policies that you need to know
HIPAA
HITECH
Security
Local policies
https://hospitals.health.unm.edu/intranet7/apps/doc_management/index.cfm

https://www.accountablehq.com/post/breaking-down-the-hipaa-security-rule
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What is REDCap?
–Auto-validation
–Audit trails
–Alerts and notifications
–Scheduling & Calendar
–Shared library of data collection instruments
–Automated export procedures
–Missing Data Codes
–Available in multiple languages
–Multi-site access
–Mobile app for iOS and Android

Sample Data Dictionary

Check for Identifiers

Secure Remote Access
Use Virtual Private Network or VPN to access files from a remote server (HSCVPN)
Consider what you are doing if connected to a public/guest wireless network
Keep your Bluetooth disabled unless you plan to use it

Disaster Recovery
Back up your system well
Perform a test restore to make sure your disaster recover plan
actually works
Keep critical files on a server or use some kind of back up
process so you can do your work if you PC fails (or is lost or
stolen)

Example One: Laptop PC
Maxwell Q. Investigator decides to create a REDCap Database to collect research data
(including PHI) for an HRRC-approved protocol he is working on. The laptop is
password protected and no one can access without the password.
Is this acceptable? Why or Why not?

Good PC Data Hygiene
Avoid storing any sensitive data on your PC or laptop in preference for storing it on a
secured AKA “managed” server with a secured link
Make sure access to your PC is encrypted and password protected
Include the password entry after your computer comes out of sleep mode
If your laptop is lost or stolen, don’t forget to report a data breech

Example Two: Memory Key
Lisa Q. Investigator is in charge of performing data entry of paper records onto her lab’s
computer where there is “secured access” to a database. She decided to do some of
the data entry at home on her own computer and store the data on a memory key which
she keeps in her bag to bring to work the next day to upload to the lab’s computer.
Is this acceptable? Why or why not?

Good Memory Key Hygiene
Avoid placing any sensitive data on your memory key
USB devices will be encrypted automatically when you plug them into a HSC computer
Consider using alternate, more secure forms of data transport

Example Three: Data in transition
Tommy T. Investigator wants to collect all the data from multiple study sites where
subject data is stored for collation in his lab so he can perform a statistical analysis. He
decides to ask the sites to electronically send back data to his main computer in the lab.
He plans to keep the data on an external hard drive and locked it in a file cabinet
afterwards for back up.
Is this acceptable? Why or why not?

Good Data Hygiene
Treat external hard drives with Protected Health Information exactly as if it were a
patient’s chart.
Encrypt or at least password protect any files
Make a plan to destroy all removable media as soon as is possible, i.e. don’t let it sit in
your desk!

Last Example: email
Dr. Kroth receives an email from a colleague who saw one of his patients in the ED last
night requesting that Dr. Kroth have the patient in for follow-up in 2-3 days. Dr. Kroth is
going to be away on vacation starting tomorrow so he forwards the email message to Dr.
Seuss who is covering for him when he is away?
Is this acceptable? Why or why not?

How does email work?

UNM Network

What if?

VA email

gmail

Yahoo email
UNM Network

On Vacation

Good email “Hygiene”
Always consider the alternative communication pathways – and use them!
Never forward your email to an outside system like gmail or yahoo
If sending sensitive information, send the minimum necessary amount of information to
accomplish the task at hand using *secure* in the subject heading
Assume that once you create an email message, it will NEVER, EVER, go away!!!
Use meaningful, descriptive subject headings

Good email “Hygiene”
Don’t use mass email lists when you need to email a subset on the list
Don’t open email attachments unless you really trust the source (potential for malware
infection)
When you reply to an email, reply only to those who really need to see the reply, i.e. use
“Reply All” sparingly
Avoid using email to schedule meetings
Be aware of potential phishing schemes used to get your information
Don’t send high priority email unless it really is high priority

References:
• HSC Policies
https://hsc.unm.edu/about/cio/information-security/policy.html
• HSC Privacy Office
https://hsc.unm.edu/admin/privacy/
• HSC Local policies
https://hospitals.health.unm.edu/intranet7/apps/doc_management/index.cfm
• CTSC REDCap Homepage
https://hsc.unm.edu/research/ctsc/informatics/redcap.html
Kevin C Wesley <KWesley@salud.unm.edu>at the CTSC does all the REDCap training.
Password locker to picks from PC Magazine
https://www.pcmag.com/picks/the-best-password-managers
PA Harris, R Taylor, R Thielke, J Payne, N Gonzalez, JG. Conde, Research electronic data capture
(REDCap) – A metadata-driven methodology and workflow process for providing translational research
informatics support, J Biomed Inform. 2009 Apr; 42(2):377-81
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